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WHAT'S NEW.2

-

=

- FreeBSD
- SNMP
" " -NGFW / UTM
- co3a4aBaTtb KOHPUrypaummn "KoHTUHEHT" npeablayLmx
BEpPCUIA, HaunHanA ¢ Bepcumn 3.7 - OTnpaBKa »KyYpHaNoB Ha BHeLWHKI syslog-cepsep
- obHoBNEeHHbIN nHTepdenc MY LYCwu NY CA - MK (MY UuyC + ny ca)
- Web/URL ®unbrpaums

- MoToKoBbIN AHTUBUPYC
- HoBaA KoHuenuunA Knactepa

- HoBbin KOHTUHeHT Al

e[lopnepKka sepcun 3 n 4
*Bxog no
*1aposto
ecepmugukamy




KOHTUHEeHT 3.9

JononHuTensHo KoHTHHeHT - [nasHsiii agMuHmMcTpaTop - KLU ¢ LD

nasHas 0 Cocrosnme KLL/KK

[T Obute coegermn < Kawan WAN (1] Mo wrrepdeiican

Knacrep g Kanan VPN @ Mo kaaccam Tpaduka
CeepeHng KaHanet Cratncauka
Bce 06beKTh! v x Kpunrorpadmuecime wniosni
Hassarwe Onucarme

4 M Uenrp ynpaenenns cemoio

I Kucuye

90 Ceresbie obvexts!

&8 Tpynnsi ceressix obbexTor

2§’ Cepeucst .]J

Yacmoi pexim | Cocrosrue
Brniowert

:. Monssosarenn
(©) Bpewmernbie nrTepeansi

&8 Knaceoi Tpaduea

‘ Peakupm Ha cobbimus

Mpodnan ycunenroit dunstpaumil
TMpodunu koHTpons npuncxkexmi
[ Ceprugpmraret
Wi Npasuna punsrpaumn

£f] basa pewarowyn npagin

¢ BHpTyanbHbie KOMMYTZTOPbI
a AaMUHHCTPATOPSI

4 [B] Ceresvie yctpoiictea Konmunent
19 Kpuntownrosel
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KOHTUHEHT 3.9 )y ¥ KOHTUHEHT 4

’
Mogrmrounte 'Konwtmnuenr A" ,
BriBop COEAMHEHWA NO YMONHEHWID 4 y AO6aBlleHl4€ npO¢Mﬂﬂ
BriBop kpunTonpoeafgepa no yMoAYaHHHD 4 ,' TnoBansHbiit NPOOUAL ]
¥CTaHOBWTE/ Paz0peaT COBAMHENNE r Micnonb308aTh N0 yMoAuaHM0 |V puna
Co3gate coeguHEHNE » O

Aapec:

¥panuTe coegMHEHME 2 L
HacTtpoika coeguHeHNA » Vims npoguns: wo |V

Kontunent Al . HacTpoika ayTenTuduralmn » B TR ax R
HacTpofika 33aeMcMocTi MEAY COEAMHEHMAMN r 3x
Kypran CTaKA3pTHBIN NOPT :

4.X
CepTuduratel . THN YTEHTUOUKALMM: TIoTHH/MIapone v 4X =
v | 3arpyxaTb aBTOMaTHUECKH
i Jloruk: Remo
Hactpofika aeTomatuueckore oBHOBNEHMA... v
Mapons: 5
Cnpaeka P orun/napons i
O nporpamme... Ceptuduxar
Boixoa Norun/napons
CoxpanuTs Ormernts
KoHTUHeHT — Al 4 -
MogknounTe
MNoakntoyeHne K KoHTnHeHT C, 3 1 4 Bepcui YcTaHosWTe CosauHeHmE 3

Hactpoiikn
Mo naponto unun ceptudukarty bcon OmmenuTs

Alel R dg ENG o,




What's new in 3.9
1. Co3paHune KL no Bepcun 3.9

00002710 naeHTudumKartop Kpunrowniosa B HEX, ananHoit Bocemb CMMBONOB,
AONONHAETCA HYNIAMM B Havane

L
3
A

igb0*02BDigh1*02BDigh2*02BD HanMeHOBaHMe CeTeBbIX MHTEPPENCOB, KaK UX onpeaensaeT onepaunoHHan
cucTema, pexkum paboTbl (CKopocTb, Aynaekc), * otaenaeTt nHTeppencol

CtpoKa KoHurypauumm —
CTpoOKa cumBOI0B, onpeaenatoL,as
annapaTHY KOHPUTypaLMIO CETEBOTO

ycTpomncTtea. CTpoka annapaTHOM
KOHPUrypaLumm CETEBOro YCTPOWCTBA
\YKa3aHa B ero nacnopre




acTep Co34aHWA HOBOM

MapameTpbi

MapameTpsl yerpoicTea.

HaumerosaHne

Crmcanmne

KoHgurypawa

Yacosoi nosc

TMoruH agruHncTpaTopa

MNapone agMuHMCTRaTopa
MNoBTop Napona agMUHMCTRETOPE
LlenTp yrpasnerua ceTsmo

Bepcua

XML

pOWCTES (Wwa

Mo nnatpopre

BeeauTe aeHTHdHKaTOD YCTPOHCTBa

# [No cTpoKe KoHDWrypaLmn 00002710 3igh0*02B0igh 1502BDigh 2 =0 2BD ]

{UTC) Bpema B chopmaTe UTC

YETPORCTED HE ABNASTCA LIEHTPOM YNPEENEHWA CETEID

3.9.2 E

Cospate

Omvena

MapameTpsl ycrpoicTea,

HanmeHosaHue

mnu

KoHgurypawa

Yacosoi nosc

Mo cTpoKe KoHUrypaLn

NorvH agMuHMCTRaTOpa

MNapone agMuHucTpaTopa

MosTop nANYFEIa D CO34aHWA HOEOT

LeHp yrip

Bepcua

XML

e
Pexxum [

Bpeman

Cratncty

Mpaewna dw

MapameTpbi

MapameTpel yeTpORCTES.

HaumeroBaHue

Onucanue

KoHegurypawma

Yacoeoii noAc

TNorvH agMUMHUCTPaTopa

Mapone agMWHUCTpaTopa
MosTop NaponA agMMHMCTRaTOPE
LleHTp ynpaBneHna ceThio

Bepcua

XML

® o nnargopme

(UTC) Bpema & dopmate UTC

ATE NNaT{o -
IPC-10 (5088)
IPC-10 (5185)
IPC-10 (LN-010A)
IPC-25 (3203)
IPC-25 (5115)
IPC-R10

IPC-50 (LN-010C)
IPC-100 (92E3)
IPC-100 (S102)
IPC-R50
IPC-R.300

Bribepute nnaTdopmy -
Boibepure nnatdopey |

pPORCTES (War

# [No nnatpopme IPC-YM

Mo CTpOKE KoHGMrypaLm BEEAWTE CTPOKY KOHGM ypaLyK

(UTC+03:00) Mockea, CankTTleTepbypr, Bonrorpan

YCTpofcTEO HE ABNASTCA LIEHTPOM YIPABNEHMA CETEID

< Hasan Cospats

OmeHa




2.110 4 B N SSH A

Ceoncrsa kpunrownwsa - Node-2 Session Optians X
OfWwme ceedeHuA Category:
ViTepdeRcu ] Brmowme gocTyn no SSH o - SSH2
¥npaeneuwne Qos Appec NPpUHWMEILULEr0 COEMHEHWA - LO'QO"I Actions
v SSH2 Hostname: ‘
22y MopT NPUHMMEIOWEro COBMMHEHMA : SFTP Session Port I:
KypHansl Advanced '
Crimcok paspewsHHs IP-agpecos ~ Port Forwardi
PesepeupoBaHme RE:I'nOtE;:E. Firewall: None e
Mapmp}r‘mgamm IP-anpec | Dotasnms ] ~ Terminal
i AN v Emulation
urt-WWAl Ynamte | Modes
DNS Emacs
Mapped Keys : 5L
Cenzu Adv Keyboard Interactive Authentication X
An v Appearance
SRR o ind Keyboard Interactive prompt for admin@
S5H W
v Keyword Highlighting Napon: [ -
SNMP Advanced | ooooooooooooool | e
Log File ' 5

“nexcTEO B rpynnax Printing Save password » Skip
Bepcua MO X /Y [Zmodem

CeeseHna 06 ycTponcTee

KN4y U HOCUTenu

BbiBE€CTU CNMUCOK ABTOPM30BAHHLIX NONb30BaTENENn

| CnNUCoK npasun mMﬂprauMH
ok || omea || CNUCOK npaBun NAT

BbIBECTHM NOAHLIA CNUCOK MHTepdencos
BoiBeCTH Tabnuusl mMapuwpyTmu3auum

NpocmoTp Tabnuupl coctosaHun (keep-state)
: AMArHoCTUKA

10: Nepe3arpys3kKa

11: 3aeepweHue paboTwl

0: BbiXopg

BoibepuTte nyHKT menw (0 - 11): |

Pexkum Alt+F2 (AoNoAHUTENbHOE MEHIO B BEPCUM 3) laeT BO3SMOXHOCTb TO/IbKO
NMPOCMOTPa N ANArHOCTUKN, 63 BO3MOMKHOCTM U3MEHUTb KOHOUIYPaLUIO.

OoOSNOAWVEBWN M-

Ona n3ameHeHMs HacTpoek Heobxoammo nepesarpy3nTtb Yb 1 3antn B
JlokanbHoe MeHto




JTOKanbHTUBMW

BcTpoeHHEIR agMMHWCTRaTOR

IMaBHEIA agMUHMCTRaTOR

MNokaneHeld agMUHMCTRaTOR

angmmnmH IBSH, PNMP)o p

nv

w

EE Mpynnel ceTesbix ofbekTos

;g? CepBucel
L]
as MMonesosatenn

JNokaneHEIR 34MUHHCTPATOP

ﬂAMHHHETPETDPbI Bce o6beKThl - % BAMWHACTPATOPLI
HazsaHwe Pone TMoruH Data/spem
v B |lentp ynpaenesna ceteio
HESEEHHE F‘ﬂlnb a8 ¢ on BeTpoentsiit agmiHmcTpaTop naBHeI# agMuHucTpaTop - 10.11.2022
i -ETEBBIE OUBEKTEI admin NokaneHkd agMuHneTpaTop admin 11.11.2022

@ BpemenHele nHTEpEanb! Mmn admin
Knaccel Tpaduka -
- TNoru admin
&a C0383Tk 34MUHWUCTRATORA. .. Ctrl=HM ML Peakunn Ha coBermia
> Mpoduan younenHoi dunsTpagum Napons

# C03aaTe NOKANEHOTD 3MHUHKUCTRATOPA. .

¥ ¥aanuTe agMUHMCTPATOpPA.. Del == Mpodunu KorTpona npuncx et
5 C
E'E‘ EpTUgIKETE! Joctyn k ceTessm yoTpoicTeam LobasvTs | | Ynanam

Mpaenna duneTpaumm
— R o L gﬁ Basa peLLaoiLux npasin HaumeHosaHwe IMokansHel gocTyn  YRanédHend teppudan | Ooctyn no SNMP

() BHP‘I’_‘,"EJ’IbH bBIE KOMMYTAaTOPbBI KLL;C L"YCDM ﬂﬁ ﬂﬂ ﬂﬁ
- MNode-1 la Na la

0 ':I E HOEBEWMTE FE ﬁ Muuuunpa-[opm Node-2 Ia La Ia

CeofCTES... Alt=Enter

& WcknioueHns youneHHoA duneTpaummn

v IEI CeTeBble ycTpoAcTEa KoHTHHEHT
4% Kpuntowniosel
& KpunTokommyTatepel
G} [JeTexTophl aTak

> @ OTuéter

€% BHELLIHWE KPUNTOrpaginueckie CETH

MoaTeEp:X AsHWe Naponsa

[ 3aGnokuposaH

TNokaneHeli gocTyn

¥ RanéHHEIA TeprMuHan

[+] Ooctyn no SNMP

OK | | OmenHa

JIoKanbHbIM aAMUHNCTPATOP HE NepeaaeTcs C MOMOLLbHO BbIFrPY3KM HAaCTPOMKM Npu NepBUYHOM co3aanmn Yb.

Mepenaetca BHyTpn obHoBAeHMnA 13 LIYC.




Antispoofing 3.9 vs 4

HETBA KpMNTOWAKSa - Node-1

OBwme cEedeHuA
MHTepdedcsl
¥npaeneHue QoS5
DHCP

KypHanel
PezepenpoBaHue
MapLpyTuzauma
Multi-WaN

DNS

CEAZH

A.."IhTEpHEITHEIHhIE af.

55H
SMNMP
“INeHCTED E rpynnax

Bepcua MO

PUSHUECKME W BUPTYaNEHEIE MHTEPDEACE Cospam | | WsmetuTs.. | | AL
Hazganue Tun Appec/Macka MNapameTpel MTU
fleemd Brewrmi 1500
leemi He onpenenén 1500
s 1500
CEOMCTED HUINUECKOrD WHTepdeiica
1500
Twn BHYTpeHHWA = | MTU 1500 s
Pexm ABToBLIGOD "
Pervctpaums  OnpedenAeTCA CETEBLIM YCTROACTEOM  ~
|P-agpeca
Appec Macka
NoBasuTs ... | | SMEHWTE | | OanAT |
MoaynA

Be30nacHocT - DA

4 ¥sen GesonacHocTd
CepmidukaTs!
WHTeppeiic!

Crammyeckue MapLupyTel
[OMHaMAYecKne Maplupy sl
Mutti-WAN
Mexcetesoll skpaH
4 KypHanMposaHWe W ONoBELEHNs
MokankHoe xpaHunuLLe
BrewHee xpaHunmwue
DNS
DHCP
SNMP
LLDP
4 MetFlow
Konnextopk
Lata v epema
IocTyn no S5H

HHTeppeics!
PUIMMECKIME N BMPTYaNEHBIE MHTEpPhEACH!:

Mowck

Hassa.. Tun Tononorwa | Agpec/Macka MNapametpel

ge-0-0 (‘e Bther.. | Brewnmit

ge-1-0 lll‘ Ether... 10.10.10.1/24
Tc: nonorua X

WHTepeeic

HasHaueHwe: | BHyTpeHHMIA x
MNapameTpel

) betomatiueckan (1)

() Pyunan (1)

O]

HazeaHwe Anpec/Macka
09 NET_INtemal _2 10.200.200.0/24
4
' PaspeleHHeie NpoToKons!: - | @
[ Amacnyqunr (30 ]
oK | | Omvena |




3. [Noasmnocb PesepsupoBaHume LIYC

aBe™




3. PeSepBl/lpOBaHl/le LI,yC LLYC cocTtouT ns ogHoro

YCTPOMCTBA B AKTUBHOM

Kpuntorpadbyyeckye wnosel pe).KMMe M Oleoro MnM
- |1aujia&.“ Onucarie YacTHBIA pexiM C;cﬂ::::e ||-g:l |NAT |Knac7ep|ru'|°mn-R1.:AN |k HECKONIbKUX YCTPO MCTB B
j%; o] e g:; [laccuBHOM pexxnme
MacTep co3AaHWA HOBOTO YCTPORCTSA (war 2 us 6)
S (f) HeT orpaHuyeHmnit Ha
. KOJINYEeCTBO YCTPOMCTB
HaumetoBatne KL € LI¥Com -2
e YctponcTtea moryT bbiTb
P—— T Fom - BbIMO/IHEHbI HAa Pa3HbIX
| nnatdopmax, oagHaKOo
Dfeepoeronampam  LEeeane o mbronse PEeKOMeHyeTca YCTaHaBAUBaTb
::ﬂmmp i emmm——— ' MO LYC Ha nnatdopmbl 04HOM
— MoZenn.
MoBTop NaponA a0MUHWCTRAToRa
e e e S — : [MepeKkntoyeHmne B aKTUBHbIN
- PEXMM OCYLLEeCTBAAET
X <Hosan | Heree> || Cossare || Omera || aAMUHUCTPATOP

LEHTPANN30BaAHO Yepes
My LYC nan nokanbHo Ha KLU ¢
LYC

BHumaHue! Mpun pesepsuposaHumn LLYC He pekomeHayeTcA

yCTaHaB/MBaTb NapHble cBA3n Ha KLU ¢ LIYC.




Bbirpyska ¢anna koHpurypaumm na 1y UYyC
018 3arpyskn Ha PesepBHbiM LYC

(%) Coxpanerue >
[naeHas
% « v M mm * KINGSTOM_64 (D) v @ Mowck: KINGSTON_84 (D) o
o R 4
=] L3 ﬁ)c ¥nopagounte * Hoean nanka f=z - e
KoHdurypauma Knwouesol — AreHT LYC AreHT JanpelwéHHee  PacnucaHue .
N RotUTENR LEL®  CHDEELL A PECypCE ‘ 3arpysku + N raeHn fata namMeHeHWA Tun
LyC Co3gate AreHTol 3arpysnTe EnoHm ceTeBhIx | .
E Jokymentsl ; INI7 1508 _—
Bce 06BeKTbl . MecrHoe spems LIYC [ nec.cfg 14,11.2022 15:05 ®aiin "CF
! =] MzoBpameru
M T pea—— eetT Distrib
0D Ceregrie
BE PasopBaTe COBAMHEHKE Licenses
» Em | pynnel
‘13'? Cepeuce Qﬁ CoXpaHWUTE Gain KoHgurypagmn LYC... E Buaeo
& Monesos 2 3arpysuTs daiin koHdurypaumm LYC.. B Myzeixa e %
@ Bpement ;3% MNapaMeTpel COBAWMHEHKHA ¢ LIYC..,
& Knacesi 1 # W daiina: | nce ~
A Pearu e Twn daiina: | Gaine konpurypauwn (*.cfg) w
5 Mpodun B BeeawTe naponk ANA WWMDPOBEHWA KoHDMrypaLa LYC:
ol |
Mcknroul
a. E-E] [TITIILIY] ~ CkpbiTe Nanku Otmena
= [podun e
I} Ceprag MNoaTEep* 0eHMe Napons:
W Mpaeuna L

: | | |l||||I||

O




HUUMaNM3aumAa Pe3epBHOTO

VMware Remote Conscole = - % [I:E = ) G B By R =

hubB: 6 ports with 6 removable, self powered

awruTe Enter 4tobel npoBecTu uHcTannAauuw BpuHHyD

hubZ: 7 ports with 7 removable, self powered

genl.2: <{Kingston DataTraveler 3.8> at usbusl

massA on uhubd

massB: <Kingston DataTraveler 3.8, class 8/8, rev 2.18/1.18, addr 2> on usbusl
at umass-simB bus B scbus3 target 8 lun B
: <Kingston DataTraveler 3.8 PMAP> Remowvable Direct Access SPC-4 SCSI device
: Serial Humber 488D5C15D81EE468B989FDBC
: 48.888HB/s transfers
: 59136MB (121118528 512 byte sectors)
: quirks=8x2<HO_6_BYTE>

1QUTECA Bez Hero

KpvnTorpadvMyeckye wnmwss

" t-continentD3 - VMware Remote Console

YMhware Remote Console « - % [I:E

KpunTorpapu4e 0w YT "KoHTuHeART"
AnnapaTHaa nnathopM ¥
Konpurygpauua: 40

ID: 4

Ha-aneHa
Huer @al
HHuyuanuzopoBate 1Y HUEM hadn
1

OHpUrypaguu’?
OHRUrypauuy

pwauero koHpurypaduw UHC: 1

o

= O 0

m

HazsaHue Onucanue YacTHei pexam | CocToRHME HCIO MAT KnacTep | Multi-VW AN
#  MNode-1 Brniouex RT
#  Node-? Brniouen IE:} RT
* Kl c U¥Com B micues Q RT
[d2 KllcUYCom-2 Brmiouen @R




[TogkntoveHne K PesepsHomy LUYC

I'Iapar.te‘rpm COEAMHEHNSA C LD"C KOHTWHEHT - [NaBHEIN agMuHnCTpaTop - KW ¢ LUy Com - 2

Cepsep , , —
: [0 § Konupoeats = [
Agpec . = Hith S rm L
Bpema oxMpaHWA COBAMHEHWA, CEK . 10 “ M L
3arpysuTe KNKo 4K CETEBRIX YCTPOHCTE AononHuteneHo  lvueHsum  CBOHCTBA
Pexum exona
MectHoe Bpema LIYC Crarye LIYC Cratyc cvHxpoHusaumm UYC | Bepena MO

CunTbiBATENL KNHOYENA:

CoémHbiit anck Z: (CONTINENT) v |2 ‘ 15 4
14 Hoabpe 2022 (U

QK Omiena | Nannepii LY C pabotaet 8 naccveHom peskume. [lna ynpasneHma KpuntorpahuUeckoi CeTeid ero HeoBxogumo nepesecti
' Tekyuiee cocton o B 3KTMEHEII P, B npoTHBHOM cyyae noagkmioueHine ByaeT pasopeaHo.
: v Yerpoiicrea Hara n epema nocnegHux nsmereHuin bl
oo G 1411202 145742
Kanane VPN axtveroro LYC  14.11.2022 14:57:02 (ssiknroven)
BeeqvTe Naponk ANA PACLUIMGPOBAHA KNoued:
YerpoiicTea co cTa Mepeeecty 3101 LIYC B aKTHBHBIA peskmm?

CocrofAHuWe KaHg -
Her

Mouck | B
OI{ | | DTME-'HEI | BEEANTE HaK T N Bl el Bl

MoaTBepKAeHMe, HarkaTMem KHOMKK [la, He AocTaTouyHOo AnA nepesoaa LIYCB AKTUMBHbIN pexXnm

MY UYC noakntoumntcs K b1 LIYC, Bce KLU ¢ LUYC npun atom npmmyT coctoaHue "OTKAtoYEeH".




Mepekntovenme mexay LUYC / CunxpoHmnsauma b LIYC

B pyuHyio

KpvnTorpadMueckve wnosbl

Mo pacnucaHuio

Bce ob6bekThi

v X MecTtHoe Bpema LIYC

| HazsaHue * | Onucanwe YactHeii pexaan | CocToRHwe
ﬂ?_ MNode-1 Brniouen
ﬂ?_ Node-2 Brniouen
ﬂ?_ Kl ¢ UYCom Brniouen
_33 K”JCLW" B r:.._._.._..l_

MepesarpysnMTe KPUNTOWAKS
BHIKNHOYMTE KOMNTOWADS

OUNCTUTE TABAKWLY COCTOAHWE CO8IMHEHMI

2500

OuNCTUTE O4EpesE 3a4aHNI

CHHXpoHWZMpoBaTe B LIYC

QBHOBEWTE KoHdurypauwm KL

COXPEHWTE TEKYWMIA KOMAAEKT KAKYER Ha HOCUTENb. .

BHumaHue! ABTOomaTmnyeckas
CUHXpoHu3auma b LIYC
CONPOBOXKAAETCH

aBTOMaTMYECKOW Nepe3arpysKomn
naccmBHbIX KLU ¢ MO LUYC nocne
KaXJ0ro MaMeHeHusA
KOHPUrypaumm KoMmnaekca.

w t, LleHTp ynpaeneHnA ceTer
oo
20 Ceteeble obbekThl

> EE [pynnel ceTesbix obbekTd

ﬁ:‘ Cepencel
:. Monesoeatenu
@ BpemeHHEIE MHTEDBAMEI
Knaccel Tpadmka
‘ Peakunn Ha coBeiTna
» Mpoduan youneHHol gu

a HcknroueHna yocunedHom
.= Mpoduan KOHTpoAR Npw
5 Ceprugmrarten
‘ﬁ Mpaewna dwnsTpaumm
EE Basza pewarowmx npasmn
£ BupTyansHeIE KOMMYTATG
."’. AAMUHWCTRATOPLI

v @ Cetesble ycTpodcTea KoHTHH
413 Kpuntownwoze
&7 KpunTokommyTatopsl
G} JetexTope! aTak

> 3 Ortugte

€% BHewwHWe KpunTorpaduyeck

CeolcTEa LIYC

Ofwme CEeAeHNA
fata n epema
MonuTkka ayTeHTUgHKALL..

CHHXPOHWZALUMA B

Craryc L¥C Cr:

CHHXPOHWSMPOBATE N0 PACMMCaHMHD

Pacnucanwe

| MocToAaHHD -

Baza UYC ByneT a8 TOMaTMYECKK CHHXDOHW3MPOBATECA B
BEIBPEHHOM BREMEHHOM MHTEREANE.

CWHXpOHW3WMpOBaTE cefvac

HemeaneHHan cuHxpoHusawa B mexoy LIYC.

0K H CrmaeHa || MprrMeHUTE




[TepekntoyeHmne ¢ OcHoBHoro LLIYC Ha Pe3epBHbIM
LleHTpannzoBaHHO (MK) / JTokanbHO (JIM

KpvnTorpadyueckye Wwnwsbl

Hazsarwme Orwmcanuwe YactHbii pexam | CocToaHue HCO NAT ny Llyc HOAKnl'OanMCﬂ K Pe3epBHOMV Llyc’ Bce KI.I.I Ha
ﬂg KW e UY¥Com Omniouen
d2  MNode

Omcrosen sTtom LIYC npu aTom npumyTt coctoaHue "OTKaloueH".
U  Node-2

OmenioueH
o Kl cU¥Com -2

Omnioven

KoHTUHEHT

Ona nepexopa PesepsHoro LIYC B AKTUBHbIU peXXxum

npousBogUM npoueaypy NPUHYAUTENbHOM CUHXPOHU3ALUN
e s B/ LIYC

Her Mocne 3toro Pe3epBHbIi cTaHOBUTCA AKTUBHbIM, OCHOBHOM
nepesarpyaertcsa, ctaHoBuTcA MaccuBHbIM

AP t-continent3 - VMware Remote Conscole

VMware Remote Console « " - l% [I:I] =0 @ OB oD NN
K oHpurypauyusa: 40
4

axruTe Enter gna HacTpolku napawmeTpof

— .
— BoTh
= = =

Hpurypaduel
aanuTe uHaﬁTm Mona  Hepapxkwa OBHOEWMTE CEOWCTER

, DUneTp
I YHTE

astan)
]

UHKLUUR HEeEQOCTYNHa b

a3 PUALTPALMA W NOKCK Bug OBHOBWTE | CEOWCTEA & MYHKT Merw (@ - &)
KpunTtorpadyyeckde WNmw3e

HazsaHue Orcanue HacTHelii pexian | CocToaHwe HCO M aETpoiK E‘::ﬂp:ﬂ"
| ﬂj’ Kl & LIYCaom Brniouen  Mare o
1>  Mode-1 Bicnroven .
fd* Node2 Bicnroven cTuna 1 ‘I::T:j;H:;gDE:TI:]I'IHa1'=-
d* Kl c UYCom-2 Bicnroven

—pETPaHCNATORE




= Y Auyto, ecnm AktmnBHbIM LLYC He pocTyneH
» 1. (Bbikntoyaem OcHosHom LIYC, nogkntouaemcs K PesepsHomy)

Kpvntorpaduyeckie wnmwsbl

|Hasﬁar—me |Onwcanwe YacTHeit pexim | CocToRHne | HCO | My
A2 Klllc UYCom " e B -
13 Mode pocuTe npuatiak HCA KoHTHHEHT - MaBHbin agmueancTpaTop - KW c UWYCom - 2
03  MNode2 3 Mepesarpyzute KPUATOWAKS
ﬂ? KW ¢ U¥Com - 2 @ BHIKNDYATE KPUITOLWAKS

K7 OuncruTe TaBANLY COCTORHMIA COBaMHEHNE

@‘ QUUETUTE OHEPEaE 3aaaHMi

¥ Konuposarte

OBHOBWTE KOHGUIypaLmio KLU

3arpysnTe Knoyu ceTeBsiX yCTPOWCTE JononHutensHo JiuyeHnsun  CeowcTBa
MapameTpel coegrHeHua ¢ LIYC i T T

MectHoe Bpema LIYC Craryc LLYC Craryc cunxpoxusauum LIYC | Bepcua MNO
Cepsep :
Agpec | | 11 52 MaccuBHbIN C6omn Yoen
KW c LLYCom
Bpema oxWAaHWA COEAMHEHWR, CEK. 10 - 15 Hosbps 2022 (UTC+03:00) Node-1
= ode-

Pexum exopa KOHTUHEHT X

C‘-IHTbIBaTEJ'Ib KnoYyed:
Com - 2

E— =)
CoémHblin anck Z: (CONTINENT) . = < -
( L= Aanneivi LUYC paboraer e naccmeHom pexnme. Jna ynpaeneHns Kpuntorpaduyeckoi CETbio ero HeoBXoAnMo NepesecTu

B 3aKTUBHbIA pexum. B npotueHom chyyae noakntoueHne ByaeT pasopeaHo.

Omera | HAata v epema nocnegHnx nsmernenni b:

AanHoro UYC 14.11.2022 16:35:20
Beog napona { aktuedoro LUYC  15.11.2022 11:43:02 (eeikntoueH)

I

BeemTe Maponis ANA PACLIMPPOSEHMA Kilo4Sii: Mepesectu 3ot LUYC B akTmBHBIA peskmm?

O s




[Toa kanotom: [MopTbl AnAa coeanHeHna Yb ¢ LUYC

CoSH (Continent SHell) VB 3anpau.w|BaeT cBA3b

Restricted shell for debug purposes

welcome to the gateway with ID 1
tcpdump -i emO host 1 92.168.212.183
tcpdump: verbose output suppressed, use -v or -vv for full protocol dg¢

listening on emo, B _(Eth e 26214_‘:4 byt LLYC TepmuHupyeT / noatesepxaaeTt
< 25100 > 192.168 109 upDP, length
M' 168 /5100 upe, 'Iengtf cBA3b ¢ Yb

10.48 :08. 88808"

10:48528.923330 IP 192.168.

212.183.61348 > 192.168. 1 94 |5109: Flags [S]
10:48:28.923477 IP 193.163.1.541510 >192.168.212.183. 6 : Flags [s.]
10:48:28.926829 IP 192.168.212.1 1348 > 192.168 *’1 : Flags [.]
10:48:28.930117 IP 192.168.212.]} 348 > 192.168.1.94 : Flags [P.]
10:48:28.930199 1P 192.168.1.94 >192.168.212.183. F]lags %]
10:48:28.933182 IP 192.168.212.182. 61348 > 192.168.1.94 : Flags [P. .
10:48:28. 933248 IP 192.168.1.94 %ﬂ 192.168.212.183. 61348 mags . TCP/5100 Mepenaua coobuienmii Lye/ Kl
10:48:28.982847 IP 192.168.1.94 151089 > 192.168_.212.183.6 R: F'Iag_» [p.] O6MeH coobLLeHMAMN B KnacTepe. OcHoeHoi1 KL /
Tl }?.’.168.212_ 83'61348, >.1‘_Q\ 1?8‘1'\“1: Flags [.] Y3en knactepa obpatuaetcs K napHoMy €o ciydaiiHoro nopta | pesepeHblii KLU,
10:48:28.985991 IP 1‘)2'1(’8:'1-9“‘45105 >192.168.212.183. : Flags [P.] M3 ananasoHa 10000-65535 Ha nopT 5100. MapHbiii oTeeuaeT | PesepeHbiii KLU /
10:48:28.988506 IP 192.168.212.183.61348 > 192.168.1.94 : Flags [.]] Ha TOT NOPT, C KOTOPOro Bbi0 06 PallieH e OCHOBHOM KL
10:48:28.991259 IP 192.168.212.183 348 > 192.168.1.94 : Flags [P.]
10:48:28.991319 IP 192.168.1 94]510& >192.168.212.183.61348: Flags [.]
10:48:28.993706 IP 192.168.212.31823 61348 > 1'12.1(:8.;.94: Flags [P.]
10:48:28.993761 IP 192.168.1.94 > 192.168.168.183.61348: Flags [.] TPC/5109 Cesazb LIYC c yanamu (ans yanoe sepcun 3.9 u Bblle) uyvc/cy
10:48:29.003477 IP 192.168.1.94 5808 > 192.168.168.183.61348: Flags [P.] Cy/uyc

Yb perynapHo (Kaxkable 20 ceKyHA) noBTOpAeT oTnpaBKy coobuweHuit Ha LLYC no nopty 5109

LYC noaTtBeprkgaeT, 4To oH asasetca LYC-om, agpec KOTOpPOro ykasaH B KoOHourypaumm Yb.
Yb noareepKaaeT, YTO OH aKTUBEH




[Touemy PesepBHbin LUYC aBTOMaTUYECKN CTAHOBUTCA AKTUBHbIM?

MNMocne sbikno4veHna OcHosHoro LIYC, 3anpocbl
Bcex KW , B8 Tom uncne n PesepsHoro LIYC Ha
nopt 5109 OcHoBHOro LYC 6onblue He
NONY4aloT OTBETOB.

NMocne nogKknoyeHNA K KOHKPpeTHOMY
PesepsHomy LIYC no MY LUYC, oH cTaHOBUTCA
YCNIOBHO aKTUBHbIM (Nocne HaXXaTuA KHOMKMU

AA npu BXxoge) n nposepAeT ecTb I OTBET OT
OcHoBHoro LYC.

Ecnn OcHoBHoM LIYC oTBevaeT, PesepsHbin LIYC npogonkaet
paboTaTb B [NacCMBHOM peruUMe, AoKuaaacb CUHXpPOHU3aLuuu B,
BPYYHYIO.

Ecnn OcHoBHoM LIYC He oTBeYaeT, To OH KaKk PesepBHbii LIYC
b6epeT Ha cebs ponb AKkTuHoro LIYC.

MNMocne cuHxpoHmzaumm b1, sBcem Yb otnpasnserca nHpopmauma o
HoBOM agpece AKkTmBHoro LIYC
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07:
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07:
07:

T .
HC

07:

7 &1
{

07:
Q7
“T .
{

T e
4

07 .

-

7.
07:

7 al
{

07:
07:
T .
{

T .
A

07:
07:
07:
07:
07:

T e
N

07:
07:

-
/

-
/

/

-
/

-
/

. 677696
T
:06.
.673422
237
A 4
257
:08.

i

678014
675522

709598
735895
728872
741306

.739210
237
*39.
. 675444
:30.
-8 70
=37
=31,
s S
2 B
.731283
:37.671340
143,
4 i B8
- G
:16.
47,
:18.
149,
=20
v £

659627
701930

742795
670240
735905
703160
670624
738361

739081
739255
739895
720256
740529
676500
671741
671983
672809

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

192.
192.

192.
192.
192.
192.

192.
192.
192.

192.
192.
192.
192.

192.
192.

192.

168.
168.
168.
168.
168.
168.

168

168.
168.
168.
168.
168.
168.

168.
168.

168,
168.
168.
168.
168.
168.
168,
168.
168.
168.
168-

168.
168.

168.

212.
212.
212.
212.
212.
222
5 b e
212.
212.
212.
74 4
212.
2 10
212.
212.
4 b 4
212.
22
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.
212.

183.
183.
183.
183.
183.
183.
183.
183.

. 5100 > 4){5109:
183. :
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.
183.

183
183

5100 >

15841 >192.168.1. 95 4444

5100 >[02.168 %
5100 102 T68 TN

35884 >192.168.1.94_4444.:

Ll ~[92.168.1.94(5

701 >192 168 1. 9~.4444:

64770 >l92 168 l 9~
5100 >192.168.1.94

38998 > A 4444
5100 > 15109
5100 > 1 5109 1

48599 >192 168  If 9~ 4444

5100 > [P 1681008 (51004
17791 >192 168 1 9~ 4444 .

g )
5100 >

32424 >192.168.1.94.4444.:
44100 >192.168.1.94,.4444.:
14471 >192.168.1.94.4444:
46193 >192.168.1.94.4444.:
48056 >192.168.1.94,.4444.:
63987 >192.168.1.94.4444.:
45737 >192.168.1.94.4444:
64603 >192.168.1.94,4444.;
21489 >192.168.1.94,.4444.;




Echn AKTmnBHbIM LUYC He nocTtyneH
2. Pe3epsBHbIn LUYC aBTOMATUYECKM CTAHOBUTCH
AKTMBHbIM nocne Bxoaa Ha Hero no 1Y LUYC

KpvnTorpadvuecke wnmwsel

| HazsaHue |DI‘IHCEHHE | YacTHRIA pexiam |CucmﬂHHe
i* Kl c U¥Com OmentoueH
i®  Node-1 CrmenroueH
ﬂg MNode-2 O nroueH
ﬂg KW ¢ U¥Com - 2 O nioveH

BbikntoueHHbI OcHosHOM LLYC nepecrtaer
oTBeyaTb octazibHbiM LLYC o cebe Kak
AKTUBHbIN

Pe3sepsHbiit LLYC, nocne TOro, Kak
CTAaHOBUTCA AKTUBHbIM, He NONy4YuB
coobweHnin or OcHosHoro LYC,
nepesoauT cebsa B AKTUBHbIN peXXum.

KpvnTorpadvMyeckHe wnwsib

| Hazsanue | Onucanue | YacTHel pexn | CocToRHWE

ﬂ? KU & LY Caom OmenioueH

u® MNode-1 Brniouen
ﬂ'_} Mode-2 BrnioyeH
2 KllcUYCom-2 B nioueH

Ecau BkAounTtb o6patHo OcHoBHOM LIYC, TO
HUYero n He NPOMU30MUAET, MOCKOJIbKY Ha
Hero He byayT NpMxoauTb perynspHblie
coobweHusa ot Yb Ha LLYC no nopTty 5109

(3anpocbl Ha perucTpauuio
(nogTBEpPKAECHUA CBA3M).

B ceTn 6yayTt pabotatb 2 AKTUBHDbIX LIYC




3. A yTo cnyumTtca, ecnam OcHosHoW LUYC BepHeTcA B CeTb

CeefeHnA ob yCcTpoAcTEe
KA4K ¥ HOCHMTEnW
BHEECTH CMNWCOK AETOPWI0BAHHHIX NMONLIOEATENER
CMWCOK NpPaBun fUAbTPALMWK
CMWCOK MpaBnn NAT
BoIBECTH MONHBIA CNWCOK WHTepfeAcoB
BeEECTH Tabnuupl MapupyTHIaLWK
NpocumoTp Tabnuusl cocToAHwMiA (keep-state)
AWArHOCTHEKA
Nepezarpy3ka
11: 3aeepweHwe paboTsl
0: Bexopg
BolbepuTe nyHKT Medw (0 - 11): 1

(el - s N I TR N

[y
Y ne ns an nn no nn 58 58 #s

YTEHWE KOHBWIYpauuW, NOSOKAWMTE. . .

CeTeBoe YCTPOWCTED "KOHTHMHeHT"
ANnNapaTHas nnathopma: IPC-WM
BepcuAa No: 3.9.2 (build 3759) (KowTp.cywmma f781618d)
Ldl"j_."!"l..'-lII.LdFI bl | I_VI’_
Pexnm paboTel LYC: AKTHBHLIN |
[aTa W BpeEMA NOCNEAHEero W3MeHeHwA BA WyC (UTC): Wed Nov 16 11:57:47 2022
ID: 1
MAMKKMIA peXMM: BKNKYeH
BEeLEeH E 3KCNNYaTaUMK: AA
CTaTycC CoefMHeHWA C UYC: UYC pocTyned no agpecy 127.0.0.1

: CeEegeHnA ob ycTpoicTeEe

KR4 W HOCWMTEnK

BHEECTH CMMCOK AETOPWMI0EAHHLIX MONLIOEATENER
! CNMCOK NpaBnn GuneTpauvK

! CNMCOK MpaBnn NAT

BIEECTH MOMHLIA CAWMCOK WHTepdercor
BHEECTH TabaWusl MApWpyTH3aLMKW

NpocmoTp Tabnwuus cocToAHwin (keep-state)
! JAMArHOCTHKA

Mepezarpy3ka

3aeepweHue paboTel

0: BuxXopg

BulbepuTe nyHKT MeHw (0 - 11): 1

D o0 s an e R )
= An Ao oo fA oo

UTEHWE KOHPWIYpauWW, MOLOKAWTE. . .

CeTeE0e YCTPOWCTED "KOHTHMHEeHT"
ANNapaTHaA naatdopma: IPC-VM
Bepcwa NO: 3.9.2 (build 3759) (KowTp.cymma T781618d)
MOwvoaliMg - 1y
Pexm paboTel LYC: AKTWEHBIA|
IIaTa W BpeMA NOCNERHEro WaMeHeHWA B UYC (UTC): Wed Nov 16 13:41:10 2022
ID: 4
MAMKWIA pexnM: EKMKJYeH
BEedEeH E 3IKCOAYATAUWK: A3
CTaTyC CoefMHeHWMA C UYC: UYC pAocTyned no agpecy 127.0.0.1

EamnHcTBEHHDbIU BapuaHT - cobpatb Bce KLU nog ogHm LIYC, 1 BpyUYHYIO NepeKNoYNTCA Ha OANH U3 HUX

(CunxpoHusauua b/).




A 4yTO cnyumntcsa, ecnm OcHosHow LWYC BepHeTca B ceTb

-

tcpdump -i emO0 host192.168.212.183

tcpdump: verbose output suppressed, use -v or -vv for full p
Tistening on em0, Tink-type EN1OMB (Ethernet), capture size
14:34:11.418749 IP 192.168.1.94, 61056 > 192. 168.212. 183.4444.:
14:34:11.421925 IP 192.168.212.183.4444 > 192.168.1.94 61056:

MockonbKy OcHoBHoOM LIYC Bce ewie cuntaer
ceba ocHoBHbiMm LIYC-om, TO oXXnpaert ot

Apyrux 3anpocos Ha nopt 5109

14:34:11.421972 1P192.168.1.94.61056 > 192.168.212.183.4444:
14:34:11.423176 1IP192.168.1.94.61056 > 192.168.212.183.4444:
14:34:11.425423 1P192.168.212.183/.4444 > 192.168.1.94 61056:
14:34:11.425456 1IP192.168.1.94.61056 > 192.168.212.183.4444:
14:34:11.427465 1IP192.168.212.183/.4444 >192.168.1.94.61056:
14:34:11.432287 1P192.168.212.183.4444 >192.168.1.94,.61056:
14:34:11.432321 1IP192.168.1.94.61056 > 192.168.212.183,4444:
14:34:11.434298 1P192.168.212.183..4444 >192.168.1.94_,61056:
14:34:11.434334 1IP192.168.1.94.61056 >192.168.212.183.4444:
14:34:11.436427 1P192.168.1.94.61056 >192.168.212.183.4444:
14:34:11.438523 1P192.168.212.183., 4444 >192.168.1.94.61056:

- .324016 1P192.168.212.183..45115 >192.168.1.94 .4444:
.324094 1P192.168.1.94.4444 >192.168.212.183.45115:

3anpocoB Ha nopt 5109 He nocTtynatoT

KLU B ceTn oTNpaBAAIOT TaKMe 3anpochbl yXKe
Ha Pe3epBHbin LIYC

CnepoBarenbHo OcHoBHoM LIYC byaer
AKTUBHbIM TONIbKO ANA cebA.

. 326372

2D
. 327609
. 330470
. 330501
. 335836
. 337909
. 338883
. 342090
. 342554
. 342588
. 398834
.402221

IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.
IP192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

212.183.45115 >192.
212.183.45115 >192.
1.94.4444 > 192.168.
212.183.45115 >192.
1.94.4444 > 192.168.
1.94.4444 > 192.168.
1.94.4444 >192.168.
212.183.45115 >192.
212.183.45115 >192.
212.183.45115 >192.
1.94.4444 > 192.168.
1.94.13780 >192.168.212.183.4444:
IP 192.168.212.183.4444 >192.168.1.94.

168.1.94.4444.:
168.1.94.4444:
212.183.45115:
168.1.94.4444:
212.183.45115:
212.183.45115:
212.183.45115:
168.1.94.4444:
168.1.94.4444.:
168.1.94.4444.:
212.183.45115:

13780:

Ana ppyrux KW OcHoBHoM LIYC He
npeAacTaBAfeT BaXXHOCTU, YNPABAATb UM OH
He moXKeT




Cratycbl Ob6oux LLYC Mocne AsTonepekntovenus (npu sBoikatodeHHom OcHoBHom LYC

KoHTiHeHT - TnaeHBA agmuHncTpaTop - KLU ¢ LY Com

I} BriknounTh T L |: _= 0 j:

. Nona  Hepapzwa O6HoBMTE CBOWCTES
j-LH-lHTH

JLNIO3 SANETPALMA M MOMCE BEwng O6HoeuTs | CEOWCTEA

. KpvnTorpadyueckHe wnmibs

] Hazgasme |Dﬂ|-'lCH|-l-‘IE YacTHuii pexsn | CocToRHwe _H'Cﬂ NAT |K.nacrep Iuti-VW AN Kanam VPN | CO Bperan cmers kmoven KLU
OFT 10.11.2022 11:36:08
Cluster TH 0N A (HeT carzu) RT o 11.11.2022 16:58:56
Node-2 Ormiroues RT o 14.11.2022 05:19:35
Klll ¢ U¥Cors - 2 O moyes RT 14.11.2022 14:55:02

KoHTHHEHT - [NasHuA aaMmuHucTpaTop - KWL ¢ WyYCom - 2

1K YT ' il LEJ I:; O :|=

ANHTE .“. Haﬁm. Mons |Mepapxma O6HoBMTe CEOWCTEA

13 TUALTPALUMA U NOMCK Bug O6EHoEMTE CBOMCTER
Kpuntorpadvyeckue wnmwsp

|Hasa-a|-me |Dr|-1c:a|-me UYacTHem pexiam | CocToarme HCO NAT Knacrep Muki-WAMN Kanan VPN | cO Bpemp cmen knioyed KL
Kill ¢ LIYLoe Lk miosen RT 10.11.2022 11:36:08

a2 Cluster Brniovesy 4 & RT v 11.11.2022 16:58:56
i*  Mode-2 Omemoven RT v 14.11.2022 09:1%:35

@ Kl cU¥Com-2 Bromioyess & RT 14.11.2022 14:55:02




Bbixod 13 cntyaumm — CUHXpOHM3aumAa b1 Ha ogHOM 13 HUX

KOHTHHENT - ThaeMeii agmuHucTpatop - KLU ¢ UYCom

= —
BHIKNK0YUTE Ym“ﬂhm I:E:I — O ﬂ
YARNKTE |“| Hal.;qm Mons  Hepapxwa O6HOBWTE CBOMCTBA
nos DPUALTRPALWA W NOWUCK Bwa Q6éHoBNTE CBONMCTEA

EpunTorpadHyeckye wnmo3b

| Hassarue |0mca|-||.1e UYacTHei pexim | CoctosHne |HC,C|. MNAT :K.nan:mp |M|.lrWAN |Ka-ram=| VPN
[f#  KllcLUYCom Brmiower ) &FRT
dF Cluster Omosen A\ et coran) RT
d* Node-2 OmmoueH RT
|[d# KilcUYCom-2 Omemosy ’ RT
i

wa [NEPEsarpysnTh KPUATOWNDS
@ BEIKNOYHTE KPHNTOWADS
) OuncTiTe TABAMLY COCTOAMMIA COBAMHEMMNI

@‘ OUNETHTE OYEPEdE 3343HMA

CuHxpoHusposaTe B LYC

KOHTUHEHT - MaBHul agmuHncTpaTop - KW ¢ LWYCom - 2

- ——
BuiKAOYNTL v PunsTp I:.E.] o 0
% = E
Yaanute r : “,H " Mons Wepapxua O6HoBWTE CBOMCTBA
0 M anTn
o3 DUABTPALMA W NOWCK Bua O6HoeuTe CBOMWCTEa

Kpunrorpaduueckue wnwosst

T }Hassame ‘Onucame gqaCTHbM pexum iOocroame !HCD ’NAT ‘KnacTep 1 Multi-WAN Kananst VPN CO
12 Kl cUYCom Oimemowas RT
| g2 Cluster wsHax HCA @RT v
d» Node-2 Mepezarpy3uTs KPUNTOWAIO3 RT v
‘ U2 KlllcUyCom-2 BHIKNOYMTE KPUNTOWANOS o RT

O4NCTUTE TaBANLY COCTORHWUIA COEANHEHNIA

FSO0

OuNCTUTL OYepeab 3a4aHui

CurHxponusuposars 64 LYC




YnpasneHne KL n3 OcHosHOro LIYC ¢ AKTUBHbIM
Pe3sepBHbiMm LIYCom — (He BO3MOKHO)

Kpuntorpadvyeckve Wnwsbl

| HazeaHue CrcaHue YacTHeIA pexum | CocToRHKME | HCO | MNAT | Knactep | Mutti-VW AN | Kanane! VPN | ca | Bpera crmeHs ke KL
ﬂ;l: KW o Uy Com Bintouen 0 RT 10.11.2022 11:36:08
ﬂ? Cluste CEnoers Mowstar He MnioyeH ﬁ{l—l&TCEIHSH} RT o 11.11 2022 16:58:56
ﬂ;} MNode " MHIYEH RT W 14.11.2022 09:19:35
I3 K|S TEREIATRISHTE KRHTTOLIGS nioveH RT 14.11.2022 14:55:02
BhIKNHOYNTE KPUATOWAKS
K7 OuncTuTe TABAWLY COCTOAHWA COBAUHEHIIA
EJ‘ OYNCTUTE 0YEPEdL 3a4aHMIA

OBEHOBWTE KoHGWrypaywmo KLL

Co¥paHWTe EOHQUrypau|en KL...

B meHI0 HEKOTOpPbIE CTPOKUN aKTUBHbI, HO
OHU He PYHKLUUOHUPYIOT

Y OcHosBHoro LIYC Ha cam pene HeT cBA3MU
Hu c ogHum mu3 KLU

welcome to the gateway with ID 1
tcpdump -i em0 host 192.168.212.194

tcpdump: verbose output suppressed, use -v
Tistening on em0, link-type EN1OMB (Ethernet), capture size 262144 bytes

or -vv for full protocol decode




Rnactep 3.9 — 2 Kl

nTowWno3a

OB6LME CEEARHHA Wgermpukarop 2 (0x2)

WnTepeiice Hazsanve ‘ Cluster]

¥npaenexue QoS Ormcatve

DHCP

KypHane! Yacosoi noAc (UTC+03:00) Mocksa, Carict TleTepbypr, Bonrorpag

Pesepenpoeanue | BBELEH B 3KCMNYETALWR

Mapuwpytuzaumna | Markui pexaia

Multi-WaN ByTeHTMDHKALAA NoNbSoBaTenei
DNS | ONTUMK3aLMA NpESHN PUNLTRELMA
Ceman MuHAManiHiil pasMep CxiMaeMora nakeTa, Gaitt 1500

ANGTEPHATHEHBIE 34, Mepuop KoHTPONA LENOCTHOCTV (ARNos, MUK 1440

SSH MTU / WSS

] Asomamuecknit nouck MTU & kanane ynpasneqns
SNMP

| AeToMamieckmi nouck MTU & karane VPN
YNeHCTBO B rpynnax

MS5 nonb308aTeNBCKOMD TPAMHKE:

Bepcua NO ®) He menats

YeTaHosnTe 0

OK | Omera || 1l

3 KHNTOLIAKS:
Obuwme ceegeHnA
VHTepeiicsl
Ynpaenexue QoS
DHCP

HKypHane
PesepeupoBaHue
MapwpyTtnaauna
Multi-WAN

DNS

Ceazn

SSH
SNMP
YUNeHCTBO B rpynnax

Bepcna NQ

Epuntorpadyueckye wnwzel

AnbTepHaTHBHBIE 3.

CeoiicTea kpunTowNIosa - Hode-1

Obuwpe ceenennn

W BUDTyanbHbe | Cosaame v | | Usmersrms
WHTepadelics!
Hassarse Tan Appec/Macxa MaparmeTpe: MTU
teemd [ 1500 ¥npaeneHne QoS
Jleem BryTperHid 1500 S
leem? BHewnnn 1500
leemd Pesepeuposarste 1500 KypHans!

cTea prsnd

Tun MTU
Pexwea ‘M‘m&ﬁop -]
PerncTpauna OnpeaenAeTcA ceTessM yCTRONCTEBON =

IP-appeca
[ Aspec Macxa

PesepenpoBaHne
MapLpyTHIaUUA
1500
Multi-WAN
DNS

CeAzu

S5H
SNMP
UneHCTBO B rpynnax

Bepcua NMNO

Momyna

0K

Omvena

ANbTepHATVBHEIE 4.

Pexvn 0BpaTHOro MepeKiioyeHA KpNToWniosa Wnrepdpence
) AsToMaTHeECKiA Erraee
emd
Pyuroit
Anpeca
OcrosHoit 0.0 .0 .1
Macka 255 . 255 . 255 . 252
Peaeparsil w.o0.0.2
Macka 255 . 255 . 255 . 2
EDeMR 0XMASHAA O0TBETA OT SKTMBHOMO -
0 | BEIK TIOUATE

CeTesoro yCTPOICTBa, CeK

Qmmena

Mprmerine

| HazsaHue YacTHbiA pext | CocToAHWE | HC | MAT | KnacTep | Multi-WAM |
d* Kl c UYCom B miowen 0 RT
ﬂa Cluster B miouen ﬁ |{HET pesepBHOrO) 6 RT
ﬂff MNode-2 Cmentouen RT
I  KllcUYCom-2 B miowen 0 RT

KpvnTtorpadivyeckye wnwsib

|HasaaHne Onucanue YacTHeIA pexun | CocToRHWE |HC.E|. |NF-.T |KnaCTep |I'L'1uhi-WF|.N |
id* Kl c LUYCom Brmiouen (v RT
ﬂg Cluster Br nioyex L o RT
d*  MNode-2 O mroses RT
@ Kl U¥Com-2 BrnioueH o RT




Rnactep 4, 2 KW, 2 1D

Aometbl (1), ¥Y3nbl 6esonacHocTH (5)

Mowck...

Hassarne Cratyc KomnoHeHTsl Bepcua koHDurypawmn Cocroamme Cpok aeficTeMA cepTudmKaTa, aHed
+ & domain-1
4 Cluster-SOV & 10107 €% Vienpassuin % 364
=G Node-1 @ Nonxnoven & 10107 @ Vicrnpaeseain @ 364
52 Node-2 & Nonxamouen & 10107 @ Vierpasssit @ 364
o»CUS @ Nomxnioven & 10107 @ 364
= DA @ Momxmover & 10107 & 64

sonacHocTk - Cluster-50V

4 Knactep GesonacHocTM
WMHTeppedics
4 Knacrep - s - 3 —
Cocras PUIMYECKNE M BUDTYaNbHbIE MHTepdedicsr: (1) €| g | tE ||Le ) . | ‘ =
Dyardocmika Mowck Je)
Wnreppeiicsl
Multi-WAN Agpec/Macka
i Hassa.. Tun Pons Tononorma ' M... Mapametps MTU DFenar  Onucanwe
MexceTesoi skpaH Cluster-S0V Node-1 Node-2
bl i ge-0-0 ,jlc Ethemet Knactep BHewiHii [l 1500 He mes. .
MokaneHoe xpaHunumiLe
T ge-1-0 ' Ethemet Knacrep BHyTpeHHwi [w] 1500  Hemen...
DNS ge-2-0 Jte Ethemet Knacrep Brewnma [+ 1500 Hemen..
DHCE ge-30 e Ethemet Curxpormsa...  ByTpernui 1500
4 NetFlow

IP-ap,peca MHTepcbeﬁca Knactepa u ero aieMeHToB A0/1XKHbl NPpUHagnexaTtb OAHOVI noaceTu.




CpaBHeHMe ceBoucTB Knactepa n Yb B Knactepe Bepcun 4

Knacrep GesonacHocTw - Cluster-50V

+  Knactep GezonacHoci

Hassarwe: Cluster-50V
4 Knactep Bupa HacTpoiiKkH Tun KOMNOHeHTa
Cocien COrvcanve; |
Darnocmika Yemoiicrd ¥3en GesonacHoct - Node-1 HazHaueHWe CEDTHEI)H KAaToB i =
Wrepaeiics: < ¥a3en GeaonacHocTH
Multi-WAN R CepTiikate: Wnermudacatop: | 2 HaCTDGﬁKa DHCP KJ‘la(:Tep
MexceTeBoi sKpaH Kovronerg WHTepedeiice: Hazeanwe: Node-1 _
4 KypHanMpoBaHWE W ONOBELLEHNA L o BT T Ormcarme: | HaCTDGHKa DNS KJ'IBCTED
J'Ior(aanoe XpPaHANALLE | .D.MHEMM'-IBCKHB MapLIpyThI -
BrelwHee xpanuniLe Rt SNMP Vetpoiierso HaCTDGHKa NTP ¥b
DS [ Pacus -
1o Pexum: UM HacTtpoiika ayavTa Knactep
DHCP 7] 3awm [ata w epema
Fl KO Er)
NetFiow ] URLS e Hactpoiika goctyna no SNMP Yb
KonnekTopkl LEHTR YNPEBNEHUA CETLI
[[] Anmag "
Aoemyn no 55H - Dt HacTpoika KaHana CMHXpOoHM3aUun Knacrep
o Pa PEHHBIA KOHTDOMNE NPOTOKONOB W MPMN0XKEHKI
[ Mpuopum B HacTporika MapwpyTtusauvm Yb
L2VPN _ —
Ynpasnenue nHtepdeiicaMmmn™ Knactep
[v] L3VPN —
] Cucrema Mo e (an Protaetic ¥b
[ Copecey Mwopurasauus Tpatwca Hactpoiika cepeepa gocryna Knacrep
[ Winermed T
(] Moyl L HacTtporika naeHTudgurkaumm nons3oeatens | Knacrep
k. EpEEp O

HaCTpOVIKa OGI.I.I,VIX napameTposB ocywiecrtBnaeTca Ha CaMoM Knactepe, OCTta/ibHble NnapamMmeTpbl

HacTpanBaloTCA Ha BXoaALuX B Hero Yb.




A CKONbKO BOOOLLE MOXHO 10DaBUTL Y3/10B B
Knactepe B Bepcumn 4 ?




Bonus: A yTo ecau B Knactep Aob6aBuTb bonblue 2-yx YB?

Knacrep 6esonacHocrm - Cluster X

+ Knactep 6esonacHoc™ Wospneicy
4 Knacrep - cclFElRelr [ e ] =1
Cociaa PuUsM4ECKME U BUPTYaNbHDBIE MHTEPPENCHI: (‘) €= ][ B Ll, e ||+ |[X] ‘ |
DnarHocvka Mouax jo
i Aapec/M
” /Macka
MOk WAN Pone Tononorua ; : : -
MexceTesoit 3KkpaH Cluster UB1 uB2 UB3 | UB4
. ZprEnapean et Knactep Brewswt | 10.0.0.100/24 10.0.0.11/24 10.0.0.12/24 10.0.0.13/24 10.0.0.14/24
J'Ion(anm-qoe XpaHunuuie
Brewmes xparumALE KnacTep Brympermit | 10.10.10.100/24 | 10.10.10.11/24 10.10.10.12/24 10.10.10.13/24 10.10.10.14/24
DNS Knactep BrewHwit 192.168.0.100/24  192.1680.101/24  192.168.0.102/24 | 192.168.0.103/24  192.168.0.104/24
Lre Curopornsa... | BryTperHuit 172.16.0.11/24 172.16.0.12/24 172.16.0.13/24 172.16.0.14/24
4 NetFlow
KonnekTops!
octyn no SSH : + ST ¥ = e—— - — . 9
" w | ey
|
| mm = 2 ’ X
Knacrep Macrep Cnucok |Mepapxus . OBHOBUTb
Knacrep 6esonacHocry - Cluster 3830MACHOCTH C0343HNA YB
Cosaate Bua Y3en 6esonacHoCTH
4 Knactep GesonacHocM |
CocTas knactepa | L4
4+ Knacrep ¥  [omensi (1), ¥Y3inos 6esonacHocty (6)
Crmcok y3noe Ge3onacHoCT B NOPRAKE NpMOpUTETa: [
Cocras : 2 i Mouck...
Lvarrocmxa Hassanue Anpec/Macka
WHTepgeiics - L = L Hazsanue Cratyc
= UB1 10.10.10.11/24 s T
LW - .10.10. .
Multi-WAN @ domain-]
3
MexceTesoi skpaH & UB2 10.10.10.12/24
- “ Cluster
4 )K‘,'pHanleOBaHMe 1 ONOBEWEHNA E’:;' UB3 10.10.10.13/24 -
MNokansHoe XpaHunuwe = | 4 UB1 & Moaxmover
= UB4 10.10.10.14/24 - i
T™MeHa =
BrelwHee xpanunuue 52 UB2 O MomxnioueH
DNS - =
=& UB3 MoaxnioyeH
4 NetFlow & UB4 € Noxcmioen
KonnekTops!

&P CUS & Monkmoven
Loctyn no SSH




UTOr: Knactep moXeT coaepKaTb TONbKO 2 Yb

10.0.0.1 - KoHTnHeHT. MeHegpxep KOHOUrypauumn

HeT orpaHuyeHui Ha

B L eciemn Bua BeTpoenHuiit agmunmncrpatop || @
Konundyectso Yb B =——
Knacrtepe npu G . X O
Hasag Enepea Ouncaute OBHOBUTH
7 MK
HaCTpouKe B Hasurauus 3agava
Hasurauna w 3apaum (6) Wudopmauus v X
BO3M0)'I'(HOCTb a AJMUHUCTP3TOPbI ‘ Mouck... p ‘
'? Porin L — YcTtaHOBKa NMOAUTUKU Ha Y3/ibl be3zonacHocTH
pobasneHun Yb B u o
= CepTudukars S AeranbHo Cratucivika
Knaacte pe co3Aa eT m:—"l KopHeebie UeHTpbI CepTi QOuMGKa .
@:.1 MpomexyTouHsie UEHTP @) BunonHena Kem sanywena: admin
NOXHble BnevyatieHns :? MepcoHantHbie cepTudL © Ouvsea Bpema gobasneHus: 19.11.2022 18:47:26 . BeInaAIEHO: 50%
LDAP s
O MaKCMMaJibHO < © Ouvsia Bpema sanycka: 19.11.2022 18:47:26 Mpeaynpexaenma: 0%

("' OBHoenenuna
B Peeprinienonin 0 Diiiitia Bpema soinoaxeHus: 00:00:18

BO3MOXHOM
Konnyecrtse Yb

D (]

JluueHzun o Oumbka Cratyc: Owwnbka

@ 3aaaumn

Cnucox Yb
P > Cratyc Hassanue Mpor... Pesynbtat
"""""" 0 Owuéka UB4 [y knacrepa Cluster umeetca y3nos: 4, JonycTMMo CO34aBaTh KNACTEP TOAbKO U3 2-X Y3108, 60 6e3 ysnosj
== KoHTponb goctyna - - — — — —
zaty @ Buinonne... CUS 100

QDQ BupTyanbHbie YacTHbIE CETH

HY AABAH PACCKAIKH MHE

(@ Cucrema 06HapYKEHUS BTOPXKE...

A.’ " $ CrpyxTypa

| - \ &anmupowm

YTO 3T0 HE BAF A'bHYA

™ & 10001




HeT orpaHunyeHnin B npotokosie VRRP, TexHoN0rma no3BoaseT noakato4aTb bonblue Yb.

VRRP He orpaHunumuBaer
MaKCUMaNbHOE KOIMYEeCTBO
Pe3epBHbIX
MapLIpyTU3aTOpPOB

MNMpepnoxkenune: MoXXHO
AopaboTtaTb n N03BOAUTD
paboty c 6onee uem 2 Yb

Protocol

Number of groups

Active/Standby

Virtual IP Address

Multicast address

Tracking

Timers

Authentication

HSRP

Cisco proprietary

16 groups maximum

1 active, 1 standby and multiple
candidates.

Different from real IP addresses

on interfaces

224.0.0.2

Interfaces or Objects

Hello timer 2 seconds, hold time

10 seconds.

Supported

VRRP

IETF - RFC 3768

255 groups maximum

1 active and several backups.

Can he the same as the real IP

address on an interface.

224.0.0.18

Objects

Hello timer 1 second, hold time 3

seconds.

Mot supported in RFC 3768



Troubleshooting




1. He HaMaeH anck PelueHme

Edit Settings t-continent02

71" t-continentD2 - VMware Remote Console — O X
sk — O @ » CPU v
Vhware Remote Console " - % 0, =0 & B R
déd: 33.388MB/s transfers (UDMAZ, ATAPI 1Zbytes, PID 65534bytes) > Memory ~
dd: 2565MB (1313622 2848 byte sectors)
rac Probe ~ Hard disk 1 50 GB ~
: BxBB86 ] ]
. Bx7113 Maximum Size N/A
. Bx15ad VM storage policy
ipcrypt: starting 3 task thread(s) =x=x Tuee Tin Provisian
gost: selftest Sharing No sharing  ~
Disk File [DOK-DEKVE_02_TE_0003] t-continent02/t-continent02 vmdk
Shares Normal v
rying to mount root from cd9668:/dev/cdd [rol... Limit - IOPs Unlimited ~
genB.2: <YHware VYHware Virtual USB MHouse> at usbusB
ountroot: unable to remount devfs under /dev (error 2) Disk Mode Dependent ~
ountroot: unable to unlink /fdev/dev (error 2)
gend.3: <VMware, Inc. VMware Virtual USB Hub» at usbus@ I Virtual Device Node IDE O w DE(01) Hard dis v I
hub2 on uhub8
hub2: <YMware, Inc.> on usbusH » SCSl controller O LSl Logic Paralle
andom: unblocking device.
hubl: 6 ports with 6 removable. self pouwered > Network adapter 1 o M conne
He wHalged guck gna ycTanobku 5> Network adapter 2 " 4 connec
hub?: 7 ports with 7 removable, self powered b IS CREET S i & connec
» MNetwork adapter 4 w & connec




No Media

PeweHune

Edit Settings t-continent02 P4
(] Virtual Hard VM Options
VMware Remote Consale = II - I% I‘D‘I General Options VM Name: Continent_CUS
= L
- VMware Remote Console Options
ittempting to start up from:
+ EFT UMuare Uirtual SATA CDROM Drive (0.0) ... No Media.
-+ Cﬂnt inE"t "D "Ed iEl Encryption Expand for encryption settings
-+ Li"l.lx Bl:ll:lt "a“ﬁgﬂr - HD "Ed ia. Power management Expand for power management settings
+ EFI "Etuﬂrk "t HD "Ed 1a. VMware Tools Expand for VMware Tools settings
+ EFI Internal Shell Unsupported option)... unsuccessful.
. Boot Opti
+ EFI Network 3... No Media. cerapiens
+ EFI UMuware Uirtual IDE Hard Drive (IDE 0:0)... No Media. Firmware BIOS (recommended)
BIOS (recommended
=+ EFI "Etuﬂl‘k 1 .. Boot Delay ttng delay boot order by
o milliseconds
Force BIOS setup O pur ng the next boot, force entry into the BIOS setup screen
Failed Boot Recovery Oif the VM fails to find boot device, automatically retry after
Advanced Expand for advanced settings
Fibre Channel NPV Expand for Fibre Channel NPIV settings

Bepcus

Bepcusa 4.X - BIOS / EFI




[N NHT epCI)e Cd HAd BNPTYaJ/IbHON MdLWLMNHE —
; : . vmware CUSTOMER CONNECT Products and Accounts Knowledge Communities Support Learning
Edit Settings t-continent02 b4 = = e . e o . Bt e
Available Network Adapters
Virtual Hardware VM Options The type of network adapters that are avallable depend on the following factors:
« The virtual machine compatibility, which depends on the host that created or most recently updated it.
« Whether the virtual machine compatibility has been updated to the latest version for the current host
5 @ . ® « The guest operating system
Supported NICs currently differ between an on-premises environment and VMware Cloud on AWS. The following NIC types are supported in an on-premises
> CIm=w i deployment:
> Hard disk1 50 GB ~
E1000E
> SCSl controller 0 LSl Legic Parallel Emulated version of the Intel 82574 Gigabit Ethernet NIC. EI000E is the default adapter for Windows 8 and Windows Server 2012
~ MNetwork adapter 1
Emulated version of the Intel 82545EM Gigabit Ethernet NIC, with drivers available in most newer guest operating systems, including Windows XP and later and
Status Connect At Power On ) .
Linux versions 2.4.19 and later.
Port ID 2644
Flexible
I Adapter Type » I Identifies itself as a Viance adapter when a virtual machine boots, but initializes itself and functions as either a Vlance or a VMXNET adapter, depending on which
driver Initializes it. With VMware Tools installed, the VMXNET driver changes the Viance adapter to the higher performance VMXNET adapter.

MAC Address

Vlance

> Network adapter 2 B connect

LTS =R i & connect.. Emulated version of the AMD 79C970 PCnet32 LANCE NIC, an older 10 Mbps NIC with drivers available in 32-bit legacy guest operating systems. A virtual machine

configured with this network adapter can use its network immediately.

> MNetwork adapter 3 v B3 Connect
VMXNET

> Network adapter 4 e . Connect...
Optimized for performance in a virtual machine and has no physical counterpart. Because operating system vendors do nat provide built-in drivers for this card,

'ou must install VMware Tools to have a driver for the VMXNET network adapter available.
> Metwork adapter 5 v B3 Connect ¥ P
P et D . VMXNET 2 (Enhanced)

Based on the VMXNET adapter but provides high-performance features commonly used on modern networks, such as jumbo frames and hardware offloads.
VMXNET 2 (Enhanced) is available only for some guest operating systems on ESX/ ESXi 2.5 and later.

VMXNET 3




KOAnM4yecTtBo MHTEPDENCOB A4
BupTyasibHOM MalluHbl - 4

AeTekTopbl atak

HassaHue

'©® DA

Onucanue

Obwwe ceegeHnA
WHTepdeiicel
Hazsanwe

XKypHansl "
MapLpyTizauua teem

fteem2
DNS =
MapameTpel
KOHTPONb NPUNOXEH...

PUIMYECKKE W BUPTyanbHbIE MHTEPPEiChI

| YacTHel pexum ‘ Pexwum paboTe
CUrHaTypHbIR aHanus

CBOWCTEa AeTeKTopa aTak - DA Edit Settings = t-continent03

CocTosHue

Omnioven

|: Virtual Hardware VM Options

Tun Appe|

Ynpasnenue
MonuTopuHr
He onpepenén

He onpepenéx

=

Ecnu B ESXI nurepdeicos b6yaetr meHblue, OC gaHHOrO

BUpPTYyanbHOro Yb He pyHKUUOHUPYeET CTabuabHO U
LYC ero He Buaumr.

CPU

Memory

Hard disk 1

SCSI controller O

MNetwork adapter 1

Network adapter 2

MNetwork adapter 3

CD/DVD drive 1

USE controller

Video card

Security Devices

VMCI device

Other

50 GB

LSI Logic Parallel

w

w

w

Client Device

UsB 2.0

Not Configured

Additional Hardware

Connect

Connect

l Connect




2. Owwnbka coeanHeHna c LIYC :
HenpaBuabHbIA TUN AaHHbIX

N
Pl
\g-g) KOAL BE30MACHOCTU

KoHTuHenT

§ Konuposars N = Jr—
2| Al D [0

o) | = 3 == [f Pacnmcanne —
Kondurypauma Kaouesoit  Arewt LIYC Arent 3anpeuwénnsie )npannemterﬁ’ CoxpanmTs Nuuensun  Ceoficrea
- HOCHTEnb WCA~  o6HoBAeHMI BRI~ pecypctt J) Cuenume AMarHoCTUKY (174 — —
we | coum supmrs | b ceremaryerpolen | Aonsmamenors | Bnseon | Colicss VMware Remote Consele | || = & O »> 0} My &
Bce o6bekThl v x - — - y
Mecrvoe spema LIYC | Craryc LIYC Cratyc cuixponmzaun LYC | Bepewa 11O Bribepute nyHkT Menw (B - 110: 1
v B Uentp ynpaenenus cesio =
99 Cereesie obvextel —— - Yzen
28 ot i — MTEHUE KOHOUMUPALLL, NOgoKQUTE. ..
£t Cepencer = = =
l = Bo BpEMR BEMOMHEHHA OnepaLsm _ N ,
© Spenenmie wrepeans seymes cocrod Yorsos cosmmemmELyC © 1995-2018 000

53 Knacewi tpaduxa

A Peaxum wa cobuma

4 Mponsouwna outia : eTeboe yc HTUHEHT
(.- Ouia coeniervs CLIYC HEpasHhsHo 171 AH6X. www securitycode nfsfeiets PATH: | IPC=YH

[ Mpodunu ycunennoit duastpaumm

-ua N0 (huild 3759) 1]

2% Npodunn konTpons npuncxkerHit KOHTUMHEHT ML L gLl 11 L1 a3 . “p 17 |

& Ceprudmans Cocronmme kawa

Texmeckan tHPOpMaLIA

P 4 ®aiin: Continent-300c.cpp
£ basa pewarownx npasun Crpoxa: 244

A - A : S > CUTCY): Fri Mov 11 A

v (2] Ceresnie ycrporicrea Konmument LoadNetObjects

§ Npasuna duastpaumm

13 Kpnrownioss:

& KpuntoxommyTatopsi N 210 Y HYeH
© Aerexropi arax egeH IKCMNYaTadun: ga
CTatyc coeguHeHua c 14 UHNC gocTunerdNgo agp

) Oruére

KoHTHHEHT - [AIBHWA AAMHHHUCTRATOP -
PeweHune - -
Q@ |T___ [ § kormposats [ E1 'l_

I=] = 3 ) Cmeriemn % w
Kondwrypaumn  Knmouesofi | Aredt LYC AreHT JanpewgnHee  Pacnncanne ConpatuTs Nuugrzun  Ceodicrsa
- HOCHTEAL WCA~  otHosnenwil 6P~ pecypes AMATHOCTHRY i
LyC Cogate ArEHTE SarpyauTe KMIOuM CETRERN YOTPORCTE | JononsuTensso | Muuessun  CeodicTea
Bce 06LekTbl v x Mectroe Bpema LIYC Cratye LIYC Craryc cunxponmsauvu LLYC | Bepcua MO
.4 - - - e
w M Lewtp ynpasnermn cetsio 12 - 12 AKTUBHBINA 0K Yaen Bepoua NO

06ﬂ 3aTen b H o Aon )KH bl E_E Eeuame olibe-maua 10 Hombon 2022 (UTC) + KW cLYCom KoHturenT 3.9.2.3759
Em Mpynnw ceresoa ofvextos

£ Cepencel

TCK}'U lee COCTOAHWE
o Monescearens

6bITb OANHAKOBOM

= Yerpodcrea 0 1 1
l\l:.'_l B PEMEMHBIE WHTEDEANLI

Be pc” M 2 Knaces: Tpadhuica Kanane VPN 0 0

AL Pezruyui ma cobamun

[ Mpodinan yeunento uasrpaum Yerpoicraa co crarycom HC[ 0

B Vickamouenns yennennoi duasrpaumn
o Npopunn xorrpoas npuncxenmi Cocrosnue KaHanos VPN

5 Ceprmgmrarm Mowck

| Copruposka |Cramye kasance VPN (no ySeiaHi) '. ]

": Mpaenna guaeTpauymm




cueprnaHo Ync0 INLEH3UN

Ecan cBo60aHON NNLLEH3UM HET Unn
Cpa3y noc/sie yCTaHOBKM NONbITAaTbCA
BBeCTU B 3Kcnayartauumio KLU 6e3

NNUEH3UKn, To NoKa cBA3n mexay KLU n
LLYC He 6yaeT noKa He 3arpy3uTb
NINLEH3UIO.

[lemo nnueH3na paccunMTaHa TONbKO

Ha 1 KLU, Tonbko ana LLYC

CEDHCTEA KPUNTOWAK3A - UB1

QfWwmne cEegeHnA
WHTER Grefickl
¥npaenexnwe QoS
DHCP

JKypHanel
PezepEHpOEaHIE
MapLpyTHIaLMA
Multi-WAN

DMNS

CEAzM

ANbTepHATHEHEIE a4...

55H
SMMP
YNeHCTEO B MPyNnax

Bepcwa MO

WoeHmdMKaTop 2 (0x2)

Hassanune UB1

Crwmcanme

Yacosoi noAc

[ Markwmit pexaam
[] AyTeHTMMKELAR Mo,

OnmMrzawma npasu

MuHManksHsIR pasmep

[NepWoa KOHTRONA LEno

MTU / M55
ABTOMETUMECKMIA M
ASTOMETUMECKMIA N

M55 none3oBaTenkcK
(®) He meraTe

() YoTaHoEMTE

@

KOHTUHEHT
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